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INTRODUCTION

This guide contains description of how to use Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edition
(hereinafter referred to as Kaspersky Anti-Virus).

Complete manual describes Kaspersky Anti-Virus control via MMC console installed on the protected server or remote
workstation (hereinafter referred to as Kaspersky Anti-Virus Console).

Kaspersky Anti-Virus command line commands are described in the Managing Kaspersky Anti-Virus from the command
line section.

Configuration and control using Kaspersky Administration Kit section discusses centralized protection of servers with the
Kaspersky Anti-Virus installed using Kaspersky Administration Kit.

The Kaspersky Anti-Virus counters section describes Kaspersky Anti-Virus counters for System Monitor application as
well as SNMP counters and traps.

If you have not found an answer to your question about Kaspersky Anti-Virus in this document, please feel free to refer to
other resources containing information about this product.




GENERAL INFORMATION ABOUT
KASPERSKY ANTI -VIRUS

Kaspersky Anti-Virus protects servers running Microsoft Windows against threats penetrating computers through file
exchange. It is designed for usage in local area networks of medium to large organizations. Kaspersky Anti-Virus users
are computer network administrators and specialists responsible for the Anti-Virus protection of networks.

You can install Kaspersky Anti-Virus on servers which perform various functions as detailed below: on terminal servers
and printing servers, on application servers and domain controllers as well as on file servers as such servers are more
susceptible to virus infections that others due to file exchange with the user workstations.

You can control the protection of the server on which the Anti-Virus is installed using various tools: Kaspersky Anti-Virus
console in MMC, command line commands. You can also employ the Kaspersky Administration Kit software for
centralized administration of multiple servers running Kaspersky Anti-Virus. You can view Kaspersky Anti-Virus
performance counters for System Monitor application as well as SNMP counters and traps.

IN THIS SECTION

Real-time protection and ON-0EMANG SCAN.........ciiuiiieiiiie ettt e e s e e e et et e e s ne e e e e abreeeanneeesannes 14

About infected and SUSPICIOUS ODJECES .......couiiiiiiiiie it e sttt e e e s b e e enn e e s nnes 15

REAL -TIME PROTECTION AND ON-DEMAND SCAN

You can use two Kaspersky Anti-Virus functions to ensure server protection: real-time protection and on-demand scan.
You can enable or disable these features manually or using the schedule.

Real-time protection

Real-time protection automatically starts with Kaspersky Anti-Virus startup by default and continues running in the
background mode.

Kaspersky Anti-Virus scans the following objects of the protected server when they are accessed:
1 Afiles;
9 alternate file system threads (NTFS-threads);
f master boot record and boot sectors on the local hard drives and removable media.

When an application writes a file to a server or reads a file from it, Kaspersky Anti-Virus will intercept this file, scan it for
the presence of threats and perform actions you specified if it has detected a threat: attempts to disinfect the file or
simply deletes it. Kaspersky Anti-Virus returns the file to the application only if it is not infected or if it has been
successfully disinfected.

Kaspersky Anti-Virus scans object not only for viruses but also for other types of threats, for example, Trojan horses,
adware or spyware.

Additionally, Kaspersky Anti-Virus continuously monitors attempts to execute scripts VBScript or JScript. created using
Microsoft Windows Script (or Active Scripting) technologies on the protected server. Application checks script code and
automatically restricts execution of scripts it has found malicious.

The task of real-time Anti-Virus server protection is to ensure maximum server security with the minimum slowdown of
file exchange.
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On-demand scan
An on-demand scan involves one-time complete or selective scan for object threats on the server.

Kaspersky Anti-Virus scans files, server RAM and the startup objects which are rather difficult to restore once they have
been corrupted.

By default Kaspersky Anti-Virus scans critical computer areas once a week. We recommend launching critical areas
scans manually after periods when real-time file protection has been disabled.

ABOUT INFECTED AND SU  SPICIOUS OBJECTS

Kaspersky Anti-Virus stores a set of Anti-Virus bases Databases are files containing records that are used to identify
presence of malicious code from hundreds of thousands known threats in the detectable objects. Records contain
information about control sections of threats' code and algorithms used for disinfecting objects where these threats are
contained.

If Kaspersky Anti-Virus detects (in a detectable object) sections of code that fully coincide with the control code sections
of a threat based on the information provided in the bases, it will find such object infected.

Kaspersky Anti-Virus assigns the suspicious status to an object, if it contains a code portion partially matching the
signature code of a known threat (according to the defined conditions). Kaspersky Anti-Virus also recognizes objects
detected by Heuristic Analyzer as suspicious. Heuristic Analyzer recognizes suspicious objects based on their behavior.
It would not be true to say that the code of such object fully or partially coincides with the code of the known threat, but it
does contain some instructions or command sequences characteristic of malicious objects.
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OBTAINING INFORMATIO N ABOUT THE
PROGRAM

If you have any questions regarding purchasing, installing or using the application, you can obtain quick response.

Kaspersky Lab provides many sources of information about the program. You can select the most convenient source
depending on how important your issue.
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| NFORMATION SOURCES T O RESEARCH

You have the following information sources for search at your disposal:
1 products page at the Kaspersky Lab's website;
1 product page at the Technical Support website (Knowledge Base);
1 help system;

1 documentation.

Products page at the Kaspersky Lab's website

http://www.kaspersky.com/kaspersky antivirus_windows_server_enterprise

This page contains general information about Kaspersky Anti-Virus, its functionality and features. You can purchase
Kaspersky Anti-Virus or extend licensed usage by visiting our online store.

Application page at the Technical Support website (Knowledge Base )

http://support.kaspersky.com/wsee8

This page contains articles published by the Technical Support specialists.

These articles contain useful information, recommendations and answers to frequently asked questions about
purchase, installation and use of the Kaspersky Anti-Virus. They are grouped by subjects, such as Working with key
files, Updating databases, or Operation malfunction recovery. The articles may answer questions which are related
not only to this particular application, but also to other Kaspersky Lab's products; they also can contain general
Technical Support news.

Help system

The application installation package includes the full help file.
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OBTAINING INFORMATION ABOUT TH E PROGRAM

Full help provides the information on how to manage computer protection: view protection status, scan various
computer areas for viruses, perform other tasks.

To open help, select Call up help in the Help menu of Kaspersky Anti-Virus Console.
If you have any questions about a separate window of Kaspersky Anti-Virus, you can refer to the context help.

To open the context help, click the Help button in required window, or press the F1 key.

Documentation
Documentation set for Kaspersky Anti-Virus provides the information that is essential for working with it.

Installation Guide includes the requirements to the computer concerning the application installation, as well as
instructions for its installation, working efficiency testing and initial setup.

Administrator's Guide provides the information on how to manage the application from Kaspersky Anti-Virus
Console, command line of the protected server, and Kaspersky Administration Kit, as well as which SNMP counters
and traps are published by Kaspersky Anti-Virus.

Deployment Guide contains information on the typical schemes of program use and types of protected objects.

Files with these documents in PDF format are included into Kaspersky Anti-Virus distribution Kkit.

After you have installed Kaspersky Anti-Virus console you can open Administrator's Guide from the Start menu.

CONTACTING THE SALES DEPARTMENT

If you have questions about selecting or purchasing Kaspersky Anti-Virus or extending your license, please call Sales
Department in our Moscow Central Office at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
Support is provided in Russian or English.

You can also send your inquiries to Sales Department specialists by email at sales@kaspersky.com.

CONTACTING TECHNICAL SUPPORT

If you have already purchased Kaspersky Anti-Virus, you can obtain information about it from the Technical Support,
either by phone or via the Internet.

Helpdesk specialists will answer your questions on installing and using the application, and if your computer has been
infected, they will help you overcome effects of malware.

Before contacting Technical Support, please read the Technical Support Terms and Conditions
(http://support.kaspersky.com/support/rules).

Email request to Technical Support

You can send your question to Technical Support Service specialists by filling out Helpdesk Request form
(http://support.kaspersky.com/helpdesk.html).

You can send your question in Russian, English, German, French or Spanish.

To send an email message with your question, please, indicate your client number obtained during registration at
the Technical Support website along with your password .
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If you have not yet registered your Kaspersky Lab's applications you can fill out registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). Specify application activation code or key file
name during registration process.

You will receive Technical Support specialist's response to your emailed question, at the email address specified in
your question and in your Personal Cabinet (https://support.kaspersky.com/en/PersonalCabinet).

Describe the problem you have encountered in the request web form providing as much detail as possible. Specify
the following in the required fields:

1 Request type . Select the topic that describes encountered problem most closely, for example, Product
installation/removal problems or Virus scan/removal problems. If you have not found the best topic, select
General Question.

1 Application name and version number
1 Request text . Describe the problem with as much details as possible.

1 Client n umber and password . Enter the client number and password you have received during registration at
the Technical Support website.

1 Email address . Technical Support will send answer to your question to this email address.

Technical support by phone

If you have an issue that needs to be resolved immediately, you can always call your local Technical Support.
Before contacting specialists of the Russian (http://support.kaspersky.ru/support/support local) or international
(http://support.kaspersky.com/support/international) Technical Support, please, collect information
(http://support.kaspersky.com/support/details) about your computer and anti-virus software installed on it. This will
help our support specialists to resolve your issue as soon as possible.

DISCUSSING KASPERSKY LABPROGRAMSONTHEF ORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users
in our forum located at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use search feature.
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ABOUT KASPERSKY ANTI-VIRUS CONSOLE

The Kaspersky Anti-Virus console is an isolated snap-in added to the MMC console (Microsoft Management Console).

After the installation of the Kaspersky Anti-Virus console the installer creates the msc file in the installation folder and
adds Kaspersky Anti-Virus snap-in to the list of isolated Microsoft Windows snap-ins.

You can open the Kaspersky Anti-Virus console on the protected server by starting it from the Start menu or from the
shortcut menu of Kaspersky Anti-Virus icon in the task tray.

You can launch msc-file of Kaspersky Anti-Virus snap-in or add Kaspersky Anti-Virus snap-in to the existing MMC
console as a new element in the tree. In Microsoft Windows 64-byte version you can add Kaspersky Anti-Virus snap-in
only in MMC 32-byte version (MMC32): open MMC using the shell with command: mmc.exe /32.

You can manage Kaspersky Anti-Virus via the MMC installed on the protected server or on any other computer within the
network. After you have installed Anti-Virus console on the another computer you must perform advanced configuration
(see section Additional settings after installation of Kaspersky Anti-Virus console on another computer on page 19).

You can add several Kaspersky Anti-Virus snap-ins to a single console opened in the authorizing mode in order to use it
for managing protection of multiple servers on which Kaspersky Anti-Virus is installed.

ADVANCED SETTINGS AFT  ER INSTALLATION OF
K ASPERSKY ANTI -VIRUS CONSOLE ON ANOT HER
COMPUTER

If you installed Kaspersky Anti-Virus Console onto computer other than the protected server, perform the following steps
described in this section in order to remotely control Kaspersky Anti-Virus on the protected server:
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1 add Kaspersky Anti-Virus users to the KAVWSEE Administrators group on the protected server;

9 if protected server is running Microsoft Windows Server 2003 or Microsoft Windows Server 2008, allow network
connections for Anti-Virus management service kavfsgt.exe on this computer;

9 if during console installation you have not enabled the option to Allow network con nections for Kaspersky
Anti -Virus MMC console , then allow network connections for the console in the firewall of the computer, where
the console is installed.

IN THIS SECTION
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ADDING KASPERSKY ANTI-VIRUSUSERSTOTHE KAVWSEE
ADMINISTRATORS GROUP  ON THE PROTECTED SER  VER

In order to manage Kaspersky Anti-Virus via the Anti-Virus console in MMC installed on another computer Kaspersky
Anti-Virus users must have full access to the Anti-Virus management service (Kaspersky Anti-Virus Management) on the
protected server. By default only users of administrators group on the protected server have access to this service.

To learn which services Kaspersky Anti-Virus registers refer to document Kaspersky Anti-Virus 8.0 for Windows Servers
Enterprise Edition. Installation Guide.

During the installation Kaspersky Anti-Virus registers KAVWSEE Administrators group on the protected server. Users of
this group are granted access to the Kaspersky Anti-Virus management service. You can grant or disallow users access
to the Kaspersky Anti-Virus management service by adding them to the KAVWSEE Administrators group or removing
them from this group.

You will be able to access Kaspersky Anti-Virus under a local account if an account with the same name and password is
registered on the protected server.

ENABLING NETWORK CONN ECTIONS FOR ANTI -VIRUS MANAGEMENT
SERVICE

In order to establish connections between console and Kaspersky Anti-Virus management service it is necessary to allow
network connections through the Firewall for Kaspersky Anti-Virus management service on the protected server.

If Kaspersky Anti-Virus runs under Microsoft Windows Server 2003 or Microsoft Windows Server 2008, you should
configure network connections.

=® To allow network connections for Kaspersky Anti-Virus management service, perform the following steps:

1. Onthe protected server running under Microsoft Windows Server 2003 or Microsoft Windows Server 2008
select Start Y Control Panel Y Security Y Windows Firewall .

2. Inthe Windows Firewall settings  window select the command Change settings .
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3. Inthe list of predefined exceptions on the Exceptions tab check the flags: COM + Network access , Windows
Management Instrumentation (WMI) and Remote Administration

4. Press the Add Program button.

5. Select kavfsgt.exe file in the Add Program dialog box. It is located in the folder that you have specified as a
destination folder during Kaspersky Anti-Virus console in MMC installation.

6. Click OK.

7. Press the OK button in the Windows Firewall settings  dialog window.

ENABLING NETWORK CONN ECTIONS FOR KASPERSKY ANTI -VIRUS
CONSOLE

Kaspersky Anti-Virus console on the remote computer uses the DCOM protocol in order to receive information about
Kaspersky Anti-Virus events (objects scanned, tasks completed, etc.) from the Kaspersky Anti-Virus management
service on the protected server. You will need to allow network connection via firewall on this computer in order to open
connections between console and Kaspersky Anti-Virus management service.

Perform the following steps:

1 Make sure that anonymous remote access to COM applications is allowed (but not remote launch and activation
of COM applications);

1 Inthe Windows firewall open TCP port 135 and allow network connections for the executable file kavfsrcn.exe
of Kaspersky Anti-Virus remote management process.

The client computer on which Kaspersky Anti-Virus console is installed uses port TCP 135 in order to access the
protected server and to receive the server response.

In order to apply the new connection settings: if the Kaspersky Anti-Virus console was opened while you were
configuring the connection between the protected server and the computer with the console installed, close the console,
wait for 30-60 seconds (until the Kaspersky Anti-Virus remote management process kavfsrcn.exe is completed) and then
run it again.

®» To allow anonymous remote access to COM applications, perform the following steps:

1. Oncomputer with Kaspersky Anti-Virus console installed open the Component Services console by selecting
Start Y R uand typing dcomcnfg and clicking OK.

2. Expand the Computers node in the Component Services console on your computer, right-click My Computer
node and select Properties item from the context menu.

3. Inthe COM Security of the Properties dialog box, press the Edit Limits button in the Access Permissions
group of settings.

4. Make sure that the Allow remote access box is checked for the ANONYMOUS LOGON user in the Access
Permission dialog box.

5. Click OK.

® In order to open TCP port 135 in the Windows firewall and to allow network connections for the executable file of
Kaspersky Anti-Virus remote management process:

1. Close Kaspersky Anti-Virus console on remote computer.
2. Perform one of the following steps:

9 In Microsoft Windows XP or Microsoft Windows Vista:




ADMINISTRATOR 'S GUIDE

a. In Microsoft Windows XP SP2 or higher select Start Y Windows Firewall .

In Microsoft Windows Vista select St a r Gor¥trol Panel Y Windows Firewall and in the Windows
Firewall window select the command to Change settings .

b. In Windows Firewall dialog window (or Windows Firewall settings ) press the Add port button on
the Exceptions tab.

c. Inthe Name field specify the part name RPC (TCP/135) or enter another name, for example
Kaspersky Anti-Virus DCOM and specify port number (135) in the Port name field.

d. Select TCP protocol.

e. Click OK.

f.  Press the Add program button on the Exceptions tab.
1 In Microsoft Windows 7:

a. Select Start Y Control Panel Y Windows Firewall , in the Windows Firewall window select Allow a
program or feature through Windows Firewall

b. Inthe Allow programs to communicate through Windows Firewall window press the Allow
another program... button.

3. Specify kavfsgt.exe file in the Add Program dialog window. It is located in the folder that you have specified as
a destination folder during Kaspersky Anti-Virus console in MMC installation.

4. Click OK.

5. Press OK in the Windows Firewall (Windows Firewall settings ) dialog box.

STARTING KASPERSKY ANTI-VIRUS CONSOLEFROMTH E
START MENU

Make sure that Kaspersky Anti-Virus console is installed on computer.
®» To start Kaspersky Anti-Virus console from the Start menu:

1. Select Start Y Programs Y Kaspersky Anti -Virus 8.0 for Windows Servers Enterprise Editon Y
Administration Tools Y Kaspersky Anti -Virus Console .

If you plan to add to the Kaspersky Anti-Virus console other snap-ins, open console in the authoring mode:
select Start Y Programs Y Kaspersky Anti -Virus 8.0 for Windows Servers Enterprise Edition Y
Administration Tools . Open the shortcut menu of the Kaspersky Anti -Virus MMC console and select the
Author command).

If you started Kaspersky Anti-Virus console on the protected server, the console window will open (see the
figure below).
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Figure 1: Kaspersky Anti-Virus Console

2. If you started Kaspersky Anti-Virus console on computer other than the protected server, connect to the
protected server: Right-click Kaspersky Anti-Virus snap-in and then select Connect to another computer ~ from
the context menu, in the Select computer dialog box select Another computer , and enter protected server
name in the input field.

If the account that you used to log on to Microsoft Windows does not have the access right to Kaspersky Anti-
Virus Management Service on the server, specify a different account that has such rights. For details on which
accounts you can grant access to Kaspersky Anti-Virus Management Service refer to section Adding Anti-Virus
users to the KAVWSEE Administrators group on the protected server (see page 20).

K ASPERSKY ANTI -VIRUS ICON IN THE NOT  IFICATION
AREA OF THE TASK TRA Y

Each time Kaspersky Anti-Virus automatically starts after the server restart, Kaspersky Anti-Virus icon P2 will be
displayed in the notification area of the task tray. It is displayed by default if you have installed the Tray Program
component during Kaspersky Anti-Virus setup.

Kaspersky Anti-Virus icon may have one of the two statuses:

[ 4 active (colored) if any real-time protection task is currently in progress: Real-time file protection or Script
monitoring (see page 83);

Va inactive (black and white) - if the Real-time file protection task or the Script Monitoring is not being performed
at the moment.
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Right-clicking the icon with the mouse opens the context menu of Kaspersky Anti-Virus [ (see the figure below).

Open Kaspersky Anti-¥irus Console

About the program

Hide

Figure 2: Context menu of Anti-Virus icon

Context menu offers several commands, which you can use to display the application dialogs (see the table below).

Table 1. Commands of the context menu displayed for the Kaspersky Anti-Virus tray icon
COMMAND DESCRIPTION
Open Kaspersky Anti -Virus Opens Kaspersky Anti-Virus console (if installed).
Console
About the program Opens the About the program window with information about Kaspersky Anti-Virus.
If you are registered as Kaspersky Anti-Virus user, then the About window would
contain information about urgent updates installed.
Hide Hides Kaspersky Anti-Virus icon in the notification area of the task panel.
In order to display Kaspersky Anti-Virus icon
select Start Programs Y Kaspersky Anti -Virus 8.0 for Windows Servers
Enterprise Edition Y Tray Application .

Using general Anti-Virus settings, you can enable or disable the display of the Anti-Virus icon each time Anti-Virus starts
automatically following the server restart (see section Procedure of configuring general Kaspersky Anti-Virus settings
using MMC on page 36).

THE KASPERSKY ANTI -VIRUS CONSOLE WINDOW

Kaspersky Anti-Virus console window includes the console tree and the result panel. Console tree displays Kaspersky
Anti-Virus functional components and the results pane - information about the node selected (see figure below).

If run from the Start menu, Kaspersky Anti-Virus console will contain the quick access panel (from an .msc file saved
when Anti-Virus is installed). If you added Kaspersky Anti-Virus utility to the MMC console yourself, the console will not
contain the quick access panel.
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Figure 3: Kaspersky Anti-Virus Console window

DISTRIBUTION OF ACCES
ANTI -VIRUS FUNCTIONS

IN THIS SECTION

S PERMISSIONS TO K ASPERSKY

About access permissions to Kaspersky Anti-Virus functions

Configuring access rights to Kaspersky Anti-Virus functions

ABOUT ACCESS PERMISSI
FUNCTIO NS

ONSTO KASPERSKY ANTI-VIRUS

By default access to all Kaspersky Anti-Virus functions is granted to the users of the Administrators group and users of
group KAVWSEE Administrators created on the protected server during Kaspersky Anti-Virus installation.

Users who have access to Anti-Virus function Managing permissions can grant access to Anti-Virus functions to other
users registered on the protected server or included into the domain.
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If a user is not registered in the Kaspersky Anti-Virus users' list, he cannot view the Kaspersky Anti-Virus console.

You can grant to Kaspersky Anti-Virus users (user groups) the permissions for access to the system according to the
following levels:

9 Full control - access to all Kaspersky Anti-Virus features;
1 Change - access to all Kaspersky Anti-Virus features except for management of user access rights;

1 Read - only the right to display and view functional Kaspersky Anti-Virus components, general Kaspersky Anti-
Virus settings, settings of its features and tasks, statistics and user rights.

You also can perform advanced configuration of access permissions: allow or disallow access to individual Kaspersky
Anti-Virus features (see the table below).

Table 2. Distribution of access permissions to Kaspersky Anti-Virus functions

FEATURE

DESCRIPTION

Retrieving statistics

Viewing the status of the functional Kaspersky Anti-Virus components and
statistics of the tasks in progress

Manage task state

Kaspersky Anti-Virus task starting/stopping/pausing/resuming

Task management

Creating and deleting on-demand scan tasks

Read settings

1 Viewing general Kaspersky Anti-Virus and task settings
1 Viewing settings of task execution logs, system audit log and notifications

Exporting Kaspersky Anti-Virus settings

Edit settings

Viewing and changing general Kaspersky Anti-Virus and task settings
Importing and exporting Kaspersky Anti-Virus settings

Viewing and changing task settings

= =4 =4 =4 | =2

Viewing and changing settings of task execution logs, system audit log and
notifications

Manage storages

1 Quarantine objects
1 Removing objects from the Quarantine and removing files from Backup

1 Restoring quarantined and backed-up objects

Logs reading

Viewing Anti-Virus events in task execution logs and system audit log

Logs administration

Deleting task execution logs and purging system audit log

License management

Installing and removing licenses

Read permissions

Viewing the list of Kaspersky Anti-Virus users

Edit permissions

1 Adding and deleting Kaspersky Anti-Virus users

1 Modifying user access permissions to Kaspersky Anti-Virus functions

CONFIGURING ACCESSRI

FUNCTIONS

GHTSTO KASPERSKY ANTI-VIRUS

® To add or delete a user (group) or change access permissions for the user (group), perform the following steps:

1. Right-click the Kaspersky Anti
Modify user permissions.

-Virus node in the console tree to bring up its context menu and select
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The application will display the Permissions for Kaspersky Anti  -Virus dialog (see the figure below).

Permissions for Kaspersky Anki-¥irus i 7] =]
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Figure 4: The Permissions for Kaspersky Anti  -Virus dialog box

2. Use the Permissions for Kaspersky Anti  -Virus dialog to perform the following operations:

M Inorder to add a user (a group) to the list of Kaspersky Anti-Virus users, press the Add button and select
users or groups you wish to add,;

1 To grant access permissions to Kaspersky Anti-Virus features for a user (group) you added, select the user
(group) from the Groups or users list and use the Permissions for <User (Group)> section to check
Allow boxes for the following permissions:

1  Full control 71 to grant access to all Kaspersky Anti-Virus functions;

I Readi to grant access to functions Statistics readin g, Settings reading , Logs reading and Rights
reading ;

1 Modification T to grant access to all Kaspersky Anti-Virus functions except function Right
modification .
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1 To perform advanced permission configuration (Custom permissions), click Advanced button. Select the
user or group of your choice and click Edit button in the Advanced security settings  dialog box, and then
in the Permission entries  dialog box check Allow or Deny next to features which you wish to make
accessible/unavailable (see the figure below). List of features along with their brief description is provided in
the table About access permissions to Kaspersky Anti-Virus features (see page 25). Click OK.

Permission Entry for Kaspersky Anti-Yirus 2=
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Edit permizsions

Clear Al |
k. I Cancel |

Figure 5: The Permission Entry dialog box

3. Click the OK button in the Permissions for Kaspersky Anti  -Virus dialog.

DIALOG BOXES : KASPERSKY ANTI-VIRUS CONSOLE

IN THIS SECTION
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THE SELECT COMPUTERWINDO W

In the Select computer window, specify the server whose protection you want to administer through Kaspersky Anti-
Virus Console.

The two following options are available:
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1 Local computer (the computer on which this console is running), if you started Kaspersky Anti-Virus console on
the protected server.

1 Another computer , if you start Kaspersky Anti-Virus console on a different computer rather than on the
protected server. Specify the computer name in the input field. You can enter the name manually or select the
computer from a list using the Browse button.

If the user account that you are using to log into Microsoft Windows does not have sufficient privileges to access
Kaspersky Anti-Virus administration service on the selected server, specify a user account with the appropriate
privileges. To do so, select Connect on behalf of user's account  and manually enter the user name or select
it from a list using the Browse button and specify the password.

SEE ALSO

Starting Kaspersky Anti-Virus console from the Start MeNU..............oooiiiiiiiiiie e 22

K ASPERSKY ANTI -VIRUS NODE

Kaspersky Anti-Virus Console is displayed in the MMC console tree as a node named Kaspersky Anti -Virus .

Once connected to the server, the computer name and user account used to connect are added to the name of the node
(Kaspersky Anti -Virus <Computer name> as <user account name>) . The name of the node does not change when a
connection is made to a local computer.

Kaspersky Anti-Virus console window includes the console tree and the result panel. Kaspersky Anti-Virus console
window also contains a quick access bar.

Console tree
The console tree displays Kaspersky Anti-Virus functional components.

The Kaspersky Anti -Virus node will include subnodes, each of which is used to manage a specific Kaspersky Anti-Virus
feature:

1 Real-time protection : controls real-time protection of files and script scanning There is a separate node for
each component:

1 Real-time file protection
9  Script monitoring dialog will open
1 On-demand scan : handles on-demand virus scan tasks. There is a separate node for each system task:
I Scan at system startup
M Scanning Critical Areas
1  Scan Quarantine objects

A separate node is created for each user-defined task and for each group task created and sent to the server by
Kaspersky Administration Kit.

1 Quarantine : manages Quarantine settings and handles quarantined objects. The node contains a list of
quarantined objects.

1 Backup : manages Backup settings and handles objects in Backup. The node contains a list of backup copies.
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1 Update: manages updates for Kaspersky Anti-Virus databases and program modules and update distribution to
a local update source folder. The node contains subnodes for administering each system update task and
update rollback task:

1 Program database update .

1 Program modules update

1 Update distribution

M Database update rollback

A separate node is created for each task created and sent to the server by Kaspersky Administration Kit.

1 Logs: manages reports on real-time protection, on-demand scans, and update tasks, and manages Kaspersky
Anti-Virus audit logs.

9 Licenses : installs and deletes Kaspersky Anti-Virus license and displays information on licenses installed.

1 EMC Celerra: status of support of the data storage system EMC Celerra.

Result panel

The Result panel displays information on the current protection status of the server, information about Kaspersky Anti-
Virus, and the status of its components.

Quick access bar and context menu for the Kaspersky Anti -Virus node

Using context menu commands for the Kaspersky Anti -Virus node and the links in the task pad, you can perform the
following actions:

1 Connectto another computer - connects to another computer to manage the protection components installed
on it.

1  Start Anti -Virus/Stop Anti -Virus 1 starts and stops the program. To carry out these operations, you can also
use the buttons on the toolbar.

1 Configure trusted zo ne i create an exclusion from the scan.

1 Modify user privileges i change access rights.

1 Configure notifications - configure notification settings.

9 Tiered storage - configure Tiered storage settings.

1 Export program settings - save program settings from file.

1 Import program settings i restores program settings from file.

1  About the program - view general information about the application.

1 Properties - view and configure general Kaspersky Anti-Virus settings.

SEE ALSO

Viewing protection status and Kaspersky Anti-Virus infOrmation...............ooiiiiiiiiiie e 32




STARTING AND STOPPING KASPERSKY
ANTI -VIRUS SERVICE.

By default Kaspersky Anti-Virus service starts automatically during the operating system startup. Kaspersky Anti-Virus
service controls the processes in which real-time protection, on-demand scan and updating tasks are being executed.

By default when Kaspersky Anti-Virus services is started, tasks Real-time file protection , Script Monitoring and Scan
at system startup as well as other tasks that are scheduled to start At program startup  will be started.

If you stop Kaspersky Anti-Virus service, execution of all tasks will be interrupted. After you restart Kaspersky Anti-Virus

service, interrupted tasks will not be resumed automatically. Only those tasks scheduled to start At program startup — will
be restarted.

You can start and stop Kaspersky Anti-Virus service if you are a member of the group of administrators on the protected
server.

® To stop or start the Kaspersky Anti-Virus service, perform the following steps:
1. Open the shortcut menu of Kaspersky Anti-Virus snap-in in the console tree.
2. Select one of the following items:
1  Stop Anti -Virus, to stop Kaspersky Anti-Virus service;
I Start Anti -Virus, to start Kaspersky Anti-Virus service.

You also can start and stop Kaspersky Anti-Virus service using the Microsoft Windows Services snap-in.
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You can view information about the current status of Kaspersky Anti-Virus and its functional components.

=® In order to view the protection status and Kaspersky Anti-Virus details:

Click the Kaspersky Anti-Virus snap-in in the console tree (see the figure below).

Kaspersky Anti -Virus node will open.

By default information in the Kaspersky Anti -Virus 8.0 node is refreshed every minute. You can refresh it on demand.

®  To refresh information in the Kaspersky Anti -Virus node manually:

Open the shortcut menu of the Kaspersky Anti-Virus snap-in and select the Refresh command.
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Figure 6: Kaspersky Anti-Virus Console

The following Kaspersky Anti-Virus information will be displayed in the result panel:
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Table 3. Information about protection status

PROTECTION SECTION

| NFORMATION

Protection status

It may have one of the following values:

Q T Real-time file protection and Script monitoring tasks are running, Scan
critical areas task completed 14 or fewer days ago (default);

O - one or both real-time protection tasks stopped by the user, or Critical areas have
not been scanned for a long time event has occurred;

Q T one of the real-time protection tasks completed with error.

Real-time file protection

Task status 1 current status of the task, for example Running, Stopped or Paused.
Task statistics :

Threats detected - the number of threat detected since the time the task was started.

Script monitoring

Task status 1 current status of the task, for example Running, Stopped or Paused.
Task stati stics :

Dangerous scripts detected i the number of dangerous scripts detected since the task
was started.

Scan critical areas

Critical areas have not been scanned for a long time . Appears if the Scan Critical
Areas task has not been performed for 30 days (default). You can configure administrator
notification about the event; you can also edit the time that must elapse before event
occurs.

Quarantine

Quarantine status :

If the Maximum quarantine size and Quarantine free space threshold settings are
used, then once the data volume in Quarantine folder reaches the specified size, the
following information is displayed:

1 Quarantine free space threshold reached;

 maximum Quarantine size reached.

Anti-Virus continues to quarantine suspicious objects.

You can configure administrator notifications about these events (see page 255).
You can modify the Quarantine settings (see page 197).

Quarantine statistics

Quarantined objects - the number of objects currently quarantined.

Size - the amount of data in the Quarantine folder.
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PROTECTION SECTION INFORMATION

Backup Backup status :

If the Maximum Backup size and Minimum free space in Backup  settings are used,
then once the data volume in Backup folder reaches the specified size, the following
information is displayed:

1 Backup free space threshold reached;

1 maximum Backup size reached.

Kaspersky Anti-Virus will continue to back up files.

You can configure administrator notifications about these events (see page 255).
You can modify the Backup settings (see page 213).

Backup storage statistics

Backup objects - the number of objects currently in Backup.

Size - amount of data in the Backup.

Table 4. Information about the status of Kaspersky Anti-Virus database and program modules
UPDATES SECTION INFORMATION
Database updates Status of the anti-virus databases, which Kaspersky Anti-Virus uses for scanning in the

Real-time file protection task and on-demand scan tasks.

Database state. It may have one of the following values:
O I database is current, there are no available critical updates;

O T one of the following events has occurred: Database is out of date; Critical
database updates are available; Critical updates are recalled; Server restart is required to
apply updates; Server restart is required to recall updates;

Q i Database is obsolete or Database is corrupt event occurred.
Database release date - date and time that the latest installed databases were created.

To run Program database update task, click the Update databases link.

Modules update If critical updates for the Anti-Virus modules (see section About updating Anti-Virus
application modules on page 57) are available, the product displays the update name and
link to the page on Kaspersky Lab web site with detailed information about the update.

The Update modules link opens the Program modules update task, if the task is
configured to retrieve information about available critical updates only; the Program
modules update task start, if it is configured to install available critical updates.

If planned updates for the Anti-Virus modules (see section About updating Anti-Virus
application modules on page 57) are available, the product displays the update name and
link to the page on Kaspersky Lab web site with detailed information about the update.

If server restart is required to apply downloaded updates, the Restart server to apply the
updates message will appear.
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Table 5. Information about license status

L ICENSE SECTION

| NFORMATION

License status

It may have one of the following values:
QT license is valid;
O T 14 or less days are left before license expires;

Q i license has expired; no license installed; license agreement violated (for example,
the key file is blacklisted).

You can modify administrator notification about license expiration (see page 255).

License

The Go to Licenses node link opens the Licenses node of the Kaspersky Anti-Virus
MMC console. The Install link allows you to switch to the New License Key Installation
Wizard.

Table 6. Information about the status of the support of EMC Celerra

"EMC CELERRA " SECTION

I NFORMATION

Status of the support of
EMC Celerra

Displays the status of protection of the network-attached storage system EMC Celerra. It
can take the following values:

1 Anti -virus agent Celerra not found i the application could not find any software from
EMC, or an error has been encountered in the integration code.

1 Protection disabled i the application has found software from EMC, but the On-
demand scan component has been disabled for Kaspersky Anti-Virus.

1 Protection enabled i the application has found software from EMC, and the On-
demand scan component has been enabled for Kaspersky Anti-Virus.
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General Kaspersky Anti-Virus settings establish the general conditions of Anti-Virus operation. They allow controlling of
the number of working processes used by Kaspersky Anti-Virus, enable Kaspersky Anti-Virus task recovery after an
abnormal termination, maintain the tracking log, enable creating the memory dump file of Anti-Virus processes in case of
an abnormal termination, turn on or off the display of Kaspersky Anti-Virus icon each time Anti-Virus starts after the
server restart, and configure other general settings.

IN THIS SECTION

Procedure of configuring general Kaspersky Anti-Virus settings using MMC ..o 36

Dialog boxes: Configuring GENETAl SEHNGS .. ..vieiuiiieiiiiee ettt e e ettt e e st e e e st e e e abeeeesseeeeeantneeeannneeeennnes 39

PROCEDURE OF CONFIGUR ING GENERAL K ASPERSKY
ANTI -V IRUS SETTINGS USING MMC

This section contains a description of configuring Kaspersky Anti-Virus general settings.
® To configure general Kaspersky Anti-Virus settings, perform the following steps:
1. Open the shortcut menu of the Kaspersky Anti-Virus snap-in in the console tree and select Properties .

2. Using the following tabs modify the values of the general Kaspersky Anti-Virus settings as per your
requirements:

1 You can configure the following settings on the General tab (see the figure below):
1  maximum number of working processes that Kaspersky Anti-Virus can run (see page 340);

1 fixed number of processes to run real-time protection tasks (see page 341);
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1 number of process for background on-demand scan tasks (see page 342);

1 number of task recovery attempts after their abnormal termination (see page 343).

FJ Kaspersky Anti-¥irus Properties ﬂﬂ

General |.ﬂ.|:||:|iti|:|nal Malfunction diagnosis

—Scalability settings

* automatically detect scalability settings:

™ Set the number of working processes manually

Maxirnurn nurnber of ackive processes: I 2 _l?

rumber of processes for real-time protection: I 2 _Ij
mumber of waorking processes for background Iﬁ
on-demand scan tasks: =

—Reliability settings

[+ Perform kask recovery

Perform on-demand scan tasks recovery no mare Izﬁ :
than: == | tirne(s)

@) telo

Ok, I Cancel Apply

Figure 7: Kaspersky Anti -Virus Properties dialog box, General tab

1 Use the Advanced tab to (see the figure below):

1 indicate whether you want the Kaspersky Anti-Virus icon in the notification area of the taskbar (see
page 23) to appear;

1 specify the Kaspersky Anti-Virus actions when running on UPS power (see page 344);

1 specify number of days after which Databases are out of date, Databases are obsolete and Critical
areas have not been scanned for a long time events will occur (see page 344).
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Kaspersky Anti-¥irus Properties

General Advanced | Malfunction diagnosis

—Interaction with user

Iv Display application icon in the taskbar:

—ackions if uninterrupkible power supply is used

¥ Do mat start scheduled scan basks

¥ Stop current scan basks

—Event generation threshalds

Databases ouk of date: I? _IQ days
Databases obsolete: I 14 _I? days
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Figure 8: Kaspersky Anti -Virus Properties dialog box, Advanced tab

I Use the Malfunction diagnosis tab to (see the figure below):

1 enable or disable creation of trace log (see page 345); configure the log settings if required;
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1 enable or disable creation of Kaspersky Anti-Virus process memory dump files (see page 348).

[/4 kaspersky Anti-Yirus Properties 2] x|

General I additional  Malfunction diagnosis

— Troubleshooting setkings

[ Mrite debug information into a file:

Falder Far traces: I Browse, ., |

Lewel of detail: IDeI:-ug infarmation j
Maxirmum size of trace %
files: 5 - MB

Components ko be traced:
I *
[ Create crash dump Files

Crash dump path: Browse, . |

Ik I Cancel apply

Figure 9: Kaspersky Anti -Virus Properties dialog box, Malfunction diagn osis tab

3. After you have configured the values of the required Kaspersky Anti-Virus settings, press the OK button.

DIALOG BOXES : CONFIGURING GENERALS ETTINGS
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KASPERSKY ANTI-VIRUS PROPERTIES : GENERAL TAB

This tab displays settings that enable you to control:
1 The number of working processes used by Kaspersky Anti-Virus;
1 Kaspersky Anti-Virus self-recovery after program processes crash.
The default values are the same as when the program is installed locally. If necessary, you can change them.

The Scalability settings section displays settings that define the number of working processes used by Kaspersky Anti-
Virus.

If you want Kaspersky Anti-Virus to control the number of processes automatically, select Automatically detect
scalability settings  (selected by default).

To specify the maximum number of processes that Kaspersky Anti-Virus can use, select Set th e number of working
processes manually and enter:

1  Maximum number of active processes - maximum number of working processes that Kaspersky Anti-Virus
can use.

1 Number of processes for real -time protection - maximum number of processes used by real-time protection
tasks.

1 Number of working processes for background on -demand scan tasks - maximum number of processes
used to perform on-demand scan tasks in the background.

If you lower the number of processes, Kaspersky Anti-Virus will not delete the excess processes immediately. Instead it
will delete them gradually as they reach completion to avoid forcing the tasks to stop.

The Reliability settings  section displays settings that control recovery of Kaspersky Anti-Virus if the entire application or
individual processes crash during operation. Select the Perform task recovery checkbox and specify the number of
attempts that should be made to recover tasks. Kaspersky Anti-Virus and all processes started before the crash will then
be recovered automatically. In this case Kaspersky Anti-Virus will recover real-time protection tasks until they are
successfully launched, on-demand scan tasks - up to the number of attempts specified by this setting. By default self-
recovery is enabled, with the number of attempts set to 2. The maximum possible value is 10.

SEE ALSO
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KASPERSKY ANTI -VIRUS PROPERTIES : ADVANCED TAB

This tab displays the settings that control:
1 display of Kaspersky Anti-Virus system tray anti-virus icon;

1 Kaspersky Anti-Virus operation when the protected server transitions to an independent power supply;
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1 generation of events: Databases out of date , Databases are obsolete , and Scanning of critical areas has
not been performed for a long time

Kaspersky Anti-Virus icon reflects the state of real-time protection, provides information about the version of antivirus
installed, and gives you access to the Anti-Virus console. The icon is active (colored) if a Real-time file protection or
Script monitoring task is being run. If both tasks are stopped, the icon is inactive (black and white).

Select Display program icon in the taskbar  to display the icon in the system tray on the secure server. Deselect the
checkbox if you do not need to show the icon. The changes to the display of the icon will take effect the next time the
user logs into the system.

In the Use of uninterruptible power supply  section, specify how the load on the server will be limited when
transitioning to that power supply. Select Do not start scheduled scan tasks . The on-demand scan will then be
paused. After restoring the standard power mode, the task will resume running on schedule. In order to stop tasks which
are already being performed select checkbox Stop current scan tasks . You will still be able to start on-demand tasks
manually and they will not be stopped by Kaspersky Anti-Virus. Both checkboxes are selected by default.

In the Event generation thresholds  section, select one of the following values:

1 Database is out of date - time period (in days) following the release of the database after which the Database
is out of date event will be logged. By default this is set to 7 days, with a maximum possible value of 365 days.

1 Database is obsolete - time period (in days) following the release of the database after which the Database is
obsolete event will be logged. By default this is set to 14 days, with a maximum possible value of 365 days.

1  Scanning of critical areas has not been perf  ormed for a long time - how many days after the last critical
area scan of the computer the Scanning of critical areas has not been performed for a long time event will
be logged. By default this is set to 30 days, with a maximum possible value of 365 days.

After these periods have expired, the specified events will be logged, and a notification will be issued according to the
settings for notifications on this event type.

SEE ALSO
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KASPERSKY ANTI -VIRUS PROPERTIES : MALFUNCTIOND IAGNOSIS
TAB

This tab displays settings for saving diagnostic information if Kaspersky Anti-Virus crashes.
Select Enable to write traces for debugging information to be logged and specify:

1  The folder for storing the debugging information files. Debug information is saved to a separate file for each
process. You may enter the path to the object manually in UNC (Universal Naming Convention) format or select
the folder from the standard folder selection window using the Browse button. The folder must be located on
the local drive of the secure server. Do not use folders on virtual drives created using the SUBST command or
network server drives. If you specify a path to a nonexistent folder, the files will not be created.

1 Level of detail. Choose the value needed from the dropdown menu: Informational events , Important events ,
Errors , Critical events or Debug information . The most detailed level is Debug information : which writes all
events to the log, and the least detailed is Critical events , which only writes critical events to the log. The
default level is Informational events
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1 Maximum size of log files. As soon as a file with debugging information reaches the maximum size, Kaspersky
Anti-Virus begins writing information to a new file. The old file is saved.

1 The old file is saved. List of Kaspersky Anti-Virus subsystems about which information is logged. In the provided
field Components to be traced enter the subsystem codes for crashes (see section Kaspersky Anti-Virus
subsystem codes on page 42), that will be logged. Codes should be separated by a semicolon. When entering a
subsystem code, note that the code is case-sensitive. Information on all Kaspersky Anti-Virus subsystems is
logged by default.

To disable logging of debugging information, deselect the Enable to write traces checkbox.

Select Create crash dump files to create dump files when Kaspersky Anti-Virus processes crash, and specify the folder
where the crash dump files will be saved. You may enter the path to the object manually in UNC (Universal Naming
Convention) format or select the folder from the standard folder selection window using the Browse button. The folder
must be located on the local drive of the secure server. Do not use folders on virtual drives created using the SUBST
command or network server drives. If you specify a path to a nonexistent folder, the dump file will not be created. Dump
files are not created by default.

To disable the dump file feature, deselect Create crash dump fil es.

SEE ALSO
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KASPERSKY ANTI -VIRUS SUBSYSTEM CODES

This table lists Kaspersky Anti-Virus subsystem codes used when configuring settings for saving debugging information
to the trace log. When entering a subsystem code, note that the code is case-sensitive.
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Table 7. Kaspersky Anti-Virus subsystem codes
SUBSYSTEM SUBSYSTEM NAME
CopE
* All components (default)
gui User interface subsystem, Kaspersky Anti-Virus plug-in in MMC
ak_conn Subsystem for integrating NAgent and Kaspersky Administration Kit
bl Control process, implements Kaspersky Anti-Virus control tasks
wp Work process, handles anti-virus protection tasks
blgate Kaspersky Anti-Virus remote management process
ods On-demand scan subsystem
oas Real-time file protection subsystem
gb Quarantine and Backup subsystem
scandll Auxiliary module for anti-virus scans
core Subsystem for basic anti-virus functionality
avscan Anti-virus processing subsystem
avserv Subsystem for controlling the anti-virus kernel
prague Subsystem for basic functionality
scsrv Subsystem for dispatching prompts regarding script interception
script Script interceptor
updater Subsystem for updating databases and program modules
snmp SNMP protocol support subsystem.
perfcount Performance counter subsystem

Trace settings for Kaspersky Anti-Virus snap-in (gui) and the administration plug-in for Kaspersky Administration Kit
(ak_conn) are applied after those components have been restarted; Trace settings for the SNMP protocol subsystem
support (snmp) will be displayed after the SNMP service is restarted, and settings for the performance counter
subsystem (perfcount) will be displayed after all processes that use performance counters have been restarted. Trace
settings for other Kaspersky Anti-Virus subsystems are applied immediately after they are saved.
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CATEGORIES OF KASPERSK Y ANTI -VIRUS TASKS

Kaspersky Anti-Virus features of Real-time protection , On-demand scan , Update and License management are
implemented as tasks. You can start and stop these tasks either manually or using the schedule.

By the place of their creation and execution tasks can be local and group. Local tasks can be of two categories: system
and user-defined tasks.

Local tasks

Local tasks are executed only on the protected server which they are created for. Depending upon the launch method,
the following types of local tasks exist:

1 Local system tasks are created automatically during Kaspersky Anti-Virus installation. You can modify settings
for all system tasks except for the Scan Quarantine objects and Application database rollback tasks. You
cannot rename or delete system tasks. You can launch system and user-defined on-demand scan tasks at the
same time.

1 Local user -defined tasks . You can add new on-demand scan tasks in the Kaspersky Anti-Virus console. Using
the administration console of the Kaspersky Administration Kit application, you can create new on-demand
scan, database update, database update rollback, and update downloading tasks. Such tasks are called user-
defined tasks. You can rename, configure and delete user-defined tasks. You can start many user-defined tasks
at the same time.

Group tasks

Group tasks and tasks for sets of computers created in Kaspersky Administration Kit Administration Console, are
displayed in Kaspersky Anti-Virus console. They are all called group tasks in the Kaspersky Anti-Virus console. You can
manage group tasks and configure them from the Kaspersky Administration Kit application. In the Anti-Virus console you
can only view the status of group tasks.

The Kaspersky Anti-Virus console displays information about the tasks (see the figure below).
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Figure 10: Real-time protection tasks in the Kaspersky Anti-Virus console window

Task management commands are listed in the context menu that opens by right-clicking on the task name.

Task management operations are logged into system audit log (see page 220).

CREATING ON -DEMAND SCAN TASK

You can create user-defined tasks in the On-demand scan node. Creation of user-defined tasks is not provided in other
functional components of Kaspersky Anti-Virus.

®» To create a new on-demand scan task, perform the following steps:

1. Inthe console tree, open the context menu of the On-demand scan node and select the command to Add task
(see the figure below).
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e SR = Expotk sethings
4 Backup T
@ Updats Hiew [ 4 Import settings
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i License
Refresh 2 Hel
Export List. ..
Help | | _'I
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Figure 11: Example of task creation
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This will open the Create task dialog box (see the figure below).
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@) Help

(0] 4 I Cancel

Figure 12: The Create task dialog box

2. Enter the following information about the task:

1 Name i task name, it can consist of 100 characters or less containing any symbols except for % ? w |/: *
< >,

1 Description - any additional information about the task, with maximum length of 2000 characters. This
information will be displayed in the task properties dialog box.

3. Configure the following task settings, if necessary:

1 The use of heuristic analyzer (see page 372). By default, application uses heuristic analyzer in newly
created on-demand scan tasks. To change analysis level, make sure the Use heuristic analyzer checkbox
is selected and move the slider to the desired position. To disable the heuristic analyzer, deselect the Use
heuristic analyzer checkbox.

1 Applying trusted zone (see page 175). By default, application uses trusted zone in newly created on-
demand scan tasks. To disable the trusted zone, uncheck the Apply trusted zo ne box.
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1 Running background task (see page 149). If you need to run the task in a low-priority process, select the
Execute task in the background  checkbox.

4. Click OK. Task will be created. Line with information about this task will appear in the console window.
Operation will be logged into system audit log (see page 220).

SAVING TASK AFTER CHA  NGING ITS SETTINGS

You can change the settings of a running or stopped (paused) task. New settings will become effective as follows:

1 If you changed settings of the running task, then for real-time protection tasks new setting values will apply
immediately after you save them, and for all other tasks - next time the task is started,;

1 If you changed settings of the stopped task, new setting values will apply after you save them and start the task.
To save the changed settings of a task, open the shortcut menu of the task name and select the Save task command.
If after changing task settings you select another node in the console tree without first selecting the Save task command,
the setting saving dialog box will appear. Click Yes in this window to save task settings or No to leave the node without
saving changes.
You can also configure the settings for each of the following tasks: Real-time file protection (see section Configuring

Real-time file protection task on page 83), On-demand scan (Configuring on-demand tasks on page 129), Update (see
page 62).

RENAMING TASKS

You can rename only user-defined tasks in the Kaspersky Anti-Virus console, but you cannot rename system or group
tasks.

®» Torename a task, perform the following steps:
1. Right-click the task name and select Properties command from the context menu.
2. Enter new task name in the <Task name >Properties dialog window in the Name field and click OK.

Task will be renamed. Operation will be logged into system audit log (see page 220).

REMOVING TASKS

You can delete only user-defined tasks in the Kaspersky Anti-Virus console, but you cannot delete system or group
tasks.

=® To delete a task, perform the following steps:
1. Right-click the task name and select Delete task command from the context menu.
2. Press the Yes button in the Remove task dialog box in order to confirm the action.

The task status in results pane will change and operation will be registered into the system audit log (see page 220).
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STARTING /PAUSING /RESUMING /STOPPING T ASKS
MANUALLY

You can pause or resume all tasks except update tasks.
®» To start / pause / resume / stop a task,
right-click the task nhame and select the command you want to perform: Start, Suspend , Resume, or Stop.

The operation will be performed. The task status in the results pane will change and the operation will be registered in
the system audit log (see page 220).

If you pause and resume an on-demand scan task, Kaspersky Anti-Virus will resume the scan of the object on which the
task had been paused.

M ANAGING TASK SCHEDUL  ES

IN THIS SECTION
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ENABLING AND DISABLIN G SCHEDULED TASKS

After you have configured task schedule once, you can enable and disable it. After you have disabled the schedule, its
settings (startup frequency, start time, etc.) will not be deleted and you will be able to enable the schedule again, if
required.

=® To enable or disable the schedule, perform the following steps:

1. Right-click the name of the task, for which you wish to configure the schedule, and select Properties command
from the context menu.

2. Perform one of the following actions in the <Task name> Properties dialog box in the Schedule tab:
1 check the Start task according to schedule  box to enable the schedule;
1 to disable the schedule uncheck the Start task according to schedule  box.

3. Click OK.

CONFIGURING TASK SCHE DULESUSING MMC

You can configure the schedule of the local system and user-defined tasks in the KasperskyAnti-Virus console (see page
44). You cannot configure group task schedule settings.

See also task schedule settings (see page 352).
® To configure task schedule settings, perform the following steps:

1. Right-click the task name the schedule of which you wish to configure and select Properties .
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2. Using the Properties: <Task name> on Schedule tab enable schedule for this task: check Run by the
schedule (see the figure below).

Fields with the schedule settings will be unavailable if the launch of this scheduled system task is disabled by
the Kaspersky Administration Kit policy (see section Enabling scheduled launch of the local system tasks on
page 324 ).

3. Configure schedule settings in accordance with your requirements. To do this, perform the following steps:

a. Specify how often the task will be run (see page 352): select one of the following values in the Frequency
list: Hourly , Daily, Weekly, At program startup , After databases update .Define the following settings:

9 if you selected Hourly , specify the number of hours in the Every <number> hours in the Task start
settings group;

1 if you selected Daily, specify the number of days in the Every <number> days in the Task start
settings group;

1 if you selected Weekly, specify the number of weeks in the Every <number>weeks in the Task start
settings group. Specify weekdays when the task will be launched (Monday, by default).
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Figure 13: Example of the Schedule tab with Weekly frequency
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b. Inthe Starttime field, specify the time when the task will run for the first time (see page 353).

c. Inthe Start from field, specify the date of the schedule to apply (see section 353).

After you have specified the task startup frequency, the time of the first task execution and the date for the
schedule to be enabled, information about the calculated time for the next task launch will appear in the top
part of the dialog box in the Next start field. Updated information about estimated time of the next task
launch will be displayed each time you open the <Task name> Properties dialog box of the Schedule tab.

The value Prohibited by polic vy is displayed in the Next start field if active policy settings of Kaspersky

Administration Kit prohibit launching of scheduled system tasks (see section Disabling scheduled launch of
local predefined tasks on page 324).

4. Using the Additional tab configure the following schedule settings in accordance with your requirements (see
the figure below).

[ scan critical areas Properties i |
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' local Eime,

@) Help
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Figure 14: <Task name> Properties dialog box, Advanced tab

a. To specify the maximum duration of a task (see page 355), enter the number of hours and minutes you
want in the Duration field in the Task stop settings group.
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b. To specify time period within 24 hours for task execution to be paused (see page 355), enter the Task stop
settings values for durationinthePause fr ofiedd. unt i |

c. To specify schedule disabling date (see page 354), check the End schedul e date box and using the
Calendar dialog box select the date when the schedule will be disabled.

d. To enable skipped task launch function (see page 356), check the Run missed tasks box.

e. To enable the use of the Randomize the task start within interval, min  setting (see page 356), check the
Randomize the task start within interval ~ and specify the value for this setting in minutes.

5. Click OK to save changes you have made in the <Task name> Properties dialog box.

USING DIFFERENT USER ACCOU NT TO LAUNCH THE TAS K

IN THIS SECTION
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ABOUT USING ACCO UNTS TO LAUNCH TASKS

You can specify an account under which a selected task will be launched of any functional Anti-Virus component except
the Real-time protection component.

By default all tasks except the real-time protection tasks will be run under Local system (SYSTEM) account. While
performing real-time protection tasks Anti-Virus intercepts the object being scanned when an application calls to it and
uses the permissions of that application.
You must specify different account with proper access permissions in the following cases:

1 Inthe update task, if you specified public folder on different computer in the network as the update source;

1 If you use proxy server with built-in Windows NTLM authentication for accessing update sources;

1 Inthe on-demand scan tasks, if the Local System (SYSTEM) account does not have the access right to any of
the objects being scanned (for example to the files in public folders in the network).

Under Local System (SYSTEM) account you can launch updating and on-demand scan tasks in which Anti-Virus
accesses public folder on a different computer if this computer is registered within the same domain with the protected
server. In this case account Local System (SYSTEM) must have access rights to these folders. Kaspersky Anti-Virus
will access the computer using rights of account Domain_name \Computer_name$ .

SPECIFYING USERACCOU NTFORRUNNINGATAS K

=® To specify an account for running a task, perform the following steps:

1. Right-click the task name and select Properties command from the context menu.
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2. Using the <Task name> Properties dialog box open the Run as tab (see the figure below).
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Figure 15: <Task name> Properties dialog box, Run as tab

3. Onthe Run as tab perform the following:
a. Select the User account option.

b. Enter the username and password for the user whose account you wish to use.

The user that you selected must be registered on the protected server or within the same domain as this server.

4. Click OK.
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TASK PROPERTIES : ADDITIONAL TAB

This tab provides additional task start settings using a schedule.

The upper portion of the window displays the next scheduled start time for the task. The server time is specified in the
format assigned in the Microsoft Windows regional settings on the computer where Kaspersky Anti-Virus console is

installed.

You can

1

configure the following settings:
Duration - longest possible time spent executing a task. Once this time has elapsed, the task will be stopped.

Select this checkbox if you want to limit the time a task is executed, and specify the duration for executing the
task in hours and minutes. If the task should be run to completion, deselect this checkbox. This feature does not
apply to update tasks.

Pause f r om ié periodtofitiine during the day when the task will be paused.

Select this checkbox if you need to minimize the load on the server during business hours, and specify the
beginning and final times for the period in hours and minutes. This feature does not apply to update tasks.
Update and on-demand scan tasks will resume at the point where they were paused. Real-time protection tasks
will restart. Deselect the checkbox if you do not need to pause tasks. By default the box is unchecked.

End schedule date - the date when the automatic task start will be stopped. The task is not deleted when it is
stopped. You can start it again manually.

Select the checkbox to disable automatic task start and specify the date for the schedule to end. Deselect the
checkbox if you do not need to limit the duration of the schedule. By default the box is unchecked.

Run missed tasks - this feature determines the order for starting tasks if the secure server was unavailable
during the time assigned by the schedule, for example, turned off, or if Kaspersky Anti-Virus was disabled.

Select the checkbox to set the application to run skipped tasks the next time Kaspersky Anti-Virus runs on the
computer. Deselect it if you do not need to run missed tasks. Tasks will then run strictly according to schedule.

Randomize the task start within interval - maximum deviation from the start time set in the schedule during
which the task should be started. Select the checkbox and specify the times when the task will be run.

The setting is not used and the checkbox is not available if the following start frequency is selected: At program
startup , After Administration Server has retrieved updates and At anti -virus database update .
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SEE ALSO
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TASK PROPERTIES : RUN AS TAB

In this window, you can assign the user account under which you want to run the task.
Select one of the following user accounts:
1 Local System account if additional privileges are not required to perform the task.

1 User account if additional privileges are needed to successfully perform the task. In the field on the right, select
a user name with sufficient privileges, either manually or from the list using the button, and complete the
Password and Confirm password field.

SEE ALSO
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TASK PROPERTIES . SCHEDULE TAB

This tab displays task schedule settings. The next scheduled start time for the task will be displayed in the upper portion
of the window. The server time is specified in the format assigned in the Microsoft Windows regional settings on the
computer where Kaspersky Anti-Virus console is installed.

To end a scheduled task, deselect the Run by the schedule checkbox. Then the task will not start automatically,
although you can still start it manually.

If you want a task to run automatically, select the Run by the schedule checkbox and specify the schedule settings.
Select a value from the Frequency dropdown menu that corresponds to how often you want to run the task, and specify
the period of time between running the task, as well as the exact time and date for the first scheduled start:

1 Hourly : the interval between scans is calculated in hours. Enter the length of time between task starts in the
Every N hour(s) field. For example, if you want the task to run hourly: Every 1 hour. In the Start from fields,
specify the date and time for the first scheduled start.

1 Daily: the task will run every several days. Enter the number of days between task starts in the Every N day(s)
field. For example, to run the task every day: Every 1 day. In the Start time and Start from fields, specify the
date and time for the first scheduled start.

1 Weekly: the task will run once every several weeks on certain days of the week. In the Every N weeks field, set
the period of time between series of task starts and select the checkboxes for the days of the week when you
want to run the task. For example, to run the task every two weeks on Tuesday and Friday: select Every 2
weeks and select the checkboxes next to Tue and Fri. In the Start time and Start from fields, specify the date
and time for the first scheduled start.
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1 Atprogram startup : the task starts up every time Kaspersky Anti-Virus is run.

1 Atanti -virus database update : the task starts after each successful Kaspersky Anti-Virus database update.
This option does not apply to update tasks.

SEE ALSO
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ABOUT UPDATING K ASPERSKY ANTI -VIRUS BASES

Kaspersky Anti-Virus bases stored on the protected server soon become outdated. Kaspersky Lab's Anti-Virus analysts
detect hundreds of new threats daily, create records that identify them and include them into database updates.
(Database updates are one file or set of files containing records that identify threats discovered during the time since the
last update was created). To maintain required server protection level servers, we recommend that you receive database
updates regularly.

By default, if Kaspersky Anti-Virus database is not updated within a week after the moment the latest installed base
updates were created, a Databases out of date event occurs, and if the database is not updated within two weeks, a
Database is obsolete event occurs. Information about bases up-to-date status will be displayed in the Kaspersky Anti -
Virus node (see section Viewing protection status and Anti  -Virus information on page 32). You can specify the
number of days before these events occur using general Kaspersky Anti-Virus settings (see page 36) and configure
administrator naotifications about these events (see page 255).

You can update databases from Kaspersky Lab's FTP or HTTP update servers or from other update sources using
Kaspersky Anti-Virus task Application database update (see section Update tasks on page 61).

You can download updates to every protected server or use one computer as intermediary by copying all updates onto it
and then distributing them to the servers. And if you use Kaspersky Administration Kit application for the centralized
administration of protection of computers in a company, you can use Kaspersky Administration Kit administration server
as an intermediary for downloading updates. In order to copy bases to the intermediary computer without applying them,
use the Updates distribution task (see section Update tasks on page 61).

You can start database update tasks manually or using the schedule (see page 48).

If the update downloading process is interrupted or results in an error, Kaspersky Anti-Virus will automatically switch
back to using bases with the latest installed updates. If the Anti-Virus bases become corrupted, you can manually roll
them back to the previously installed updates (see section Rolling back Anti-Virus database updates on page 71).
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If you do not have internet access you can receive update files on diskettes or CD from our partners. You can view
information about the partner you have purchased your copy of Kaspersky Anti-Virus from in the properties of the
installed license within the Kaspersky Anti-Virus console. You can also call our central office in Moscow at +7 (495) 797-
87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08 for the address of our partner closest to you (support is provided in
Russian and English).

ABOUT UPDATING APPLIC  ATION MODULES

Kaspersky Lab can issue update packages for Kaspersky Anti-Virus application modules. The update packages can be
urgent (or critical) and scheduled. Critical update packages repair vulnerabilities while planned packages add new
features or enhance existing functionality.

Urgent (critical) update packages are uploaded to the Kaspersky Lab's update servers. You can configure their automatic
installation using the Application Module Updates task.

Kaspersky Lab does not publish planned update packages on its update servers for automatic update; you can download
them from Kaspersky Lab's website. Using the Program modules update task you can receive information about the
release of scheduled Kaspersky Anti-Virus updates.

You can download critical updates from the Internet to each protected server or use one computer as intermediary by
copying all updates onto it and then distributing them to the servers. In order to copy and save updates without installing
them use the Updates Distribution task.

Before you install updates of application modules Kaspersky Anti-Virus creates backup copies of the previously installed
modules. If the application modules updating process is interrupted or results in an error, Kaspersky Anti-Virus will
automatically return to the use of the previously installed application modules. You can roll back application modules
manually back to the previously installed updates.

During the installation of downloaded updates Kaspersky Anti-Virus service automatically stops and then restarts.

If you do not have internet access you can receive update files on diskettes or CD from our partners. You can view
information about the partner you have purchased your copy of Kaspersky Anti-Virus from in the properties of the
installed license within the Kaspersky Anti-Virus console. You can also call our central office in Moscow at +7 (495) 797-
87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08 for the address of our partner closest to you (support is provided in
Russian and English).

SCHEMES FOR UPDATING BASES AND PROGRAM MO  DULES
OF ANTI -VIRUS APPLICATIONS U  SED WITHIN
ORGANIZATION

You choice of the update source in the update tasks depends on the bases and application modules update scheme you
use within your organization.

You can update Kaspersky Anti-Virus bases and modules on the protected servers using the following schemes:
1 download updates directly from the Internet to each protected server (Scheme 1);

1 download updates from the Internet to one intermediary computer and distribute updates to other servers from
it.

Any computer with the software listed below installed can serve as an intermediary computer:
1 Kaspersky Anti-Virus (one of the protected servers) (Scheme 2).

1 Kaspersky Administration Kit Administration Server (Scheme 3).
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Update using an intermediary computer will allow to decrease internet traffic and will ensure additional server security.

Description of update schemes listed is provided below.

Scheme 1. Updating directl y from the Internet

Configure the Program database update (Program modules update ) task on each protected server. Specify
Kaspersky Lab's update servers as the update source. Configure the task schedule.

You can specify other HTTP or FTP servers with update folder as the update source.

Scheme 2. Updating from one of the protected servers
®» To update according to this scheme, perform the following steps:
1. Copy updates to the selected protected server.

Configure the Updates distribution task on the selected server. Specify Kaspersky Lab's update servers as the
update source. Specify target directory where updates will be saved: it must be shared folder.

Using this task you can retrieve updates not only for the protected server but for computers in the local area
network with other Kaspersky Lab's applications version 8.0 installed.

2. Distribute updates to other protected servers.
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Configure Program database update (Program modules update ) task on each protected server (see
the figure below). As update source for this task specify folder on intermediary computer's drive where to
download updates.

Step 1. Downloading of updates
to the selected protected server
from the Internet

Step 2. Distribution of updates _ Kaspersky Lab
. . I Update Server
from an intermediary to the
protected servers i
I
Proxy-Server,
i Firewall
%\ﬁrus-pmtemed se&
Anti Virus-protected server Anti Virus-protected server

Figure 16: Updating from one of the protected servers
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Scheme 3. Updating via Kasper sky Administration Kit Administration Server

If you use Kaspersky Administration Kit application for centralized administration of Anti-Virus computer protection, you
can download updates via the Kaspersky Administration Kit Administration Server installed in the local area network (see
the figure below).

Spet 1. Downloading of updates
to Kaspersky Administration Kit
Administration Server

Kaspersky Lah

Spet 2. Distribution of updates from Update Server
Kaspersky Administration Kit server to

the protected servers

Proxy-Server,
Firewall

Kaspersky
Administration Kit
Administration Server

Anti Virus-protected server Anti Virus-protected server

Figure 17: Updating via Kaspersky Administration Kit Administration Server

® To update according to this scheme, perform the following steps:

1. Downloading updates from Kaspersky Lab's update servers to Kaspersky Administration Kit
Administration Server.

Configure the Retrieve updates by Administration server task for the specified set of computers. Specify
Kaspersky Lab's update servers as the update source.

Using this task you can retrieve updates not only for the protected server but for computers in the local area
network with other Kaspersky Lab's applications version 8.0 installed.

2. Distribute updates to protected servers
Distribute updates to protected serves using one of the following methods:

1 On Kaspersky Administration Kit Administration Server configure an Anti-Virus database (application
module) update group task to distribute updates to protected servers.




UPDATING KASPERSKY ANTI-VIRUS BASES AND APPLI CATION MODULES

Using the task schedule specify After Administration Server has retrieved updates as start frequency.
Administration Server will start the task each time it receives updates (recommended method).

You cannot specify start frequency of After receiving updates by Administration Server in the
Kaspersky Anti-Virus console.

1 Configure the Program database update (Program modules update ) task on each of the protected
servers and select Kaspersky Administration Kit Administration Server as the update source for this task.
Configure the task schedule.
If you plan to use Kaspersky Administration Kit administration server for distributing updates, install onto each of the
protected servers Network Agent, an application component included into the installation package of Kaspersky
Administration Kit. It ensures interaction between the Administration Server and Kaspersky Anti-Virus on the protected

server. For more details about the Network Agent and its configuration using Kaspersky Administration Kit see document
Kaspersky Administration Kit. Administrator's Guide.

UPDATE TASKS

There are four pre-defined system update tasks provided with Kaspersky Anti-Virus: Program database update ;
Program modules update , Updates distribution and Database update rollback (see the figure below).

Figure 18: Update tasks in the Kaspersky Anti-Virus console

By default, Kaspersky Anti-Virus connects to update source (one of Kaspersky Lab's update servers) every hour by
automatically detecting proxy server settings in the network without authenticating when accessing it.

You can configure database update tasks (see page 62). After you modify the task settings, Kaspersky Anti-Virus will
apply the new values at the next task launch.

You can stop update tasks, however you cannot pause them.
For managing tasks in the Anti-Virus refer to Managing task section (see page 44).

Program database update.

Kaspersky Anti-Virus copies bases from the update source to the protected server and immediately starts using them in
the running real-time security and on-demand scan tasks.

By default, Kaspersky Anti-Virus runs the Program database update task every hour.













































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































