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DISTRIBUTION KIT

You can purchase the boxed version of Kaspersky Anti-Virus from our resellers, or purchase it from online stores, such
as the eStore section at http://www.kaspersky.com.

If you purchase the boxed version of the product, the package will include:
e Sealed envelope with the installation CD containing the program files and documentation in PDF format.
e User Guide in printed form (if this item has been included in the order), or Product Guide.
e Application key file attached to the installation CD envelope.
e Registration card (with serial number of the product).

e End user license agreement (EULA).
Before unsealing the installation CD envelope, carefully read through the EULA.

If you buy Kaspersky Anti-Virus from eStore, you will download the product from the Kaspersky Lab website; the present
User Guide is included with the installation package. You will be sent a key file by email after your payment has been
received.

END USER LICENSE AGRE EMENT (EULA)

The End User License Agreement is a legal agreement between you and Kaspersky Lab that specifies the terms under
which you may use the software you have purchased.

Read the EULA through carefully!
If you do not agree with the terms of the EULA, you can return your boxed product to the reseller from whom you
purchased it, and be reimbursed the amount you paid for the application, provided that the envelope containing the

installation disk is still sealed.

By opening the sealed envelope with the installation CD, you accept all the terms of the EULA.

SERVICES PROVIDED FOR  REGISTERED USERS

Kaspersky Lab offers an extensive service package to all legally registered users, thus enabling them to boost the
application's performance.
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After purchasing a license, you become a registered user and, during the period of your license, you will be provided with
the following services:

e hourly updates to the application databases and updates to the software package;

e support on issues related to the installation, configuration and use of the purchased software product. Services
will be provided by phone or by email;

e notifications about new Kaspersky Lab products and new viruses appearing worldwide. This service is available
to users who have subscribed to Kaspersky Lab news mailing at the Technical Support Service website
(http://support.kaspersky.com/subscribe/).

Support on issues related to the performance and the use of operating systems, third-party software, or other
technologies, is not provided.

H ARDWARE AND SOFTWARE SYSTEM REQUIREMENTS

For a proper functioning of Kaspersky Anti-Virus 6.0, the computer should meet these minimum requirements:
General requirements:
e 300 MB free hard drive space.

e  Microsoft Internet Explorer 6.0, or higher (for updating application databases and program modules via the
Internet).

e  Microsoft Windows Installer 2.0, or higher.

Microsoft Windows 2000 Professional (Service Pack 4 Rollupl), Microsoft Windows XP Professional (Service Pack 2, or
higher), Microsoft Windows XP Professional x64 (Service Pack 2, or higher):

e Intel Pentium 300 MHz 32-hit (x86) / 64-bit (x64) processor, or higher (or a compatible equivalent).
e 256 MB free RAM.

Microsoft Windows Vista Business / Enterprise / Ultimate (Service Pack 1, or higher), Microsoft Windows Vista Business /
Enterprise / Ultimate x64 (Service Pack 1, or higher), Microsoft Windows 7 Professional / Enterprise / Ultimate, Microsoft
Windows 7 Professional / Enterprise / Ultimate x64:

e Intel Pentium 800 MHz 32-hit (x86) / 64-bit (x64) processor, or higher (or a compatible equivalent).

e 512 MB free RAM.
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KASPERSKY ANTI -VIRUS 6.0 FOR
WINDOWS WORKSTATIONS MP4

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is a new generation of data security products.

What really sets Kaspersky Anti-Virus 6.0 for Windows Workstations apart from other software, even from other
Kaspersky Lab's products, is the multifaceted approach to data security on the user's computer.

IN THIS SECTION

Obtaining information about the @PPIICALION ...........cueiiiiiiie e e e e e 13
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OBTAINING INFORMATION ABOUT THE APPLICATIO N

If you have any questions regarding purchasing, installing, or using Kaspersky Anti-Virus, answers are readily available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable of them,
with regard to your question's importance and urgency.

IN THIS SECTION
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Contacting the TECNICAl SUPPOIT SEIVICE ........ueieiieeiiiiie ittt e ettt e e e e et e e e e e e e e e bbb e e e e e e e e s nbbbe e e e e e e e s anbnneeeeeas 14
Discussing Kaspersky Lab's applications on the Web fOrUM ... 15

SOURCES OF INFORMATIO N TO RESEARCHON YOU R OWN

You may refer to the following sources of information about the application:
e application page at the Kaspersky Lab website;
e application page at the Technical Support Service website (in the Knowledge Base);
e help system;
e documentation.
Application page at the Kaspersky Lab website

http://www.kaspersky.com/anti-virus_windows_workstation

This page will provide you with general information on the application, its features and options.
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Application page at the Technical Support Service website (Knowledge Base)

http://support.kaspersky.com/wks

On this page, you will find the articles created by Technical Support Service specialists.
These articles contain useful information, recommendations and FAQ on purchasing, installation and use of the
application. They are assorted by their subject, such as Managing key files, Setting database updates, or Eliminating
operation failures. The articles may provide answers to the questions that concern not only this application but the
other Kaspersky Lab products as well; they may also contain the news from Technical Support service.

Help system
The application installation package includes the full and context help file that contains the information about how to
manage the computer protection (view protection status, scan various computer areas for viruses, execute other

tasks), and the information on each application window such as the list of its proper settings and their description,
and the list of tasks to execute.

To open the help file, click the Help button in the required window, or press the <F1> key.
Documentation

Kaspersky Anti-Virus installation package includes the User Guide document (in .pdf format). This document
contains descriptions of the application's features and options as well as main operation algorithms.

CONTACTING THE SALES DEPARTME NT

If you have questions about selecting or purchasing the application or extending your license, please phone the Sales
Department in our Moscow Central Office, at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
The service languages are Russian and English.

You can also send your questions to the Sales Department by email: sales@kaspersky.com.

CONTACTING THE TECHNICAL SUPPORT SERVICE

If you have already purchased Kaspersky Anti-Virus, you can obtain information about it from the Technical Support
service, either over the phone or via the Internet.

Technical Support service specialists will answer any of your questions about installing and using the application. They
will also help you eliminate the consequences of malware activities if your computer has been infected.

Before contacting the Technical Support Service, please read the Technical Support Terms and Conditions
(http://support.kaspersky.com/support/rules).

An email request to the Technical Support Service

You can send your question to the Technical Support Service specialists by filling out the Helpdesk web form
(http://support.kaspersky.com/helpdesk.html).

You can ask your question in Russian, English, German, French or Spanish.

In order to send an email request, you must indicate the customer ID obtained during the registration at the
Technical Support Service website along with the password.
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If you are not a registered user of Kaspersky Lab's applications yet, you can fill out a registration form at
https://support.kaspersky.com/en/personalcabinet/registration/form/. When registering, you will have to enter the
activation code or the name of your license key file.

The Technical Support Service will respond to your request in your Kaspersky Account
(https://support.kaspersky.com/en/PersonalCabinet) and by the email you have specified in your request.

Describe the problem you have encountered in the request web form providing as much detail as possible. Specify
the following in the mandatory fields:

e Request type. Select the subject that corresponds to the problem the most strictly, for example: Problem with
product installation/uninstallation, or Problem with searching/eliminating viruses. If you have not found an
appropriate topic, select "General Question".

e Application name and version number.
e Request text. Describe the problem you have encountered providing as much details as possible.

e Customer ID and password. Enter the client number and the password you have received during the
registration at the Technical Support service website.

e Email address. The Technical Support service will send an answer to your question to this email address.

Technical support by phone

If you have an urgent problem you can call your local Technical Support service. Before contacting Russian-
speaking (http://support.kaspersky.ru/support/support local) or international
(http://support.kaspersky.com/support/international) Technical Support specialists, please gather the information
(http://support.kaspersky.com/support/details) about your computer and the anti-virus application installed on it. This
will let our specialists help you more quickly.

DISCUSSING KASPERSKY LAB'SAPPLICATIONSONTH E WEBFORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users in
our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

WHAT 'S NEW IN K ASPERSKY ANTI-VIRUS 6.0 FOR
WINDOWS WORKSTATIONS MP4

Kaspersky Anti-Virus 6.0 is a comprehensive data protection tool. The application ensures not only anti-virus protection
but also protection against spam and network attacks. The application's components also enable users to protect their
computers from unknown threats and phishing, and to restrict users' access to the Internet.

The multifaceted protection covers all channels for data transfer and exchange. Flexible configuration provided for any
component lets users completely adapt Kaspersky Anti-Virus to their specific needs.

Let us take a closer look at the innovations in Kaspersky Anti-Virus 6.0.
New in protection:

e The new antivirus kernel that Kaspersky Anti-Virus uses detects malicious programs more effectively. The new
antivirus kernel is also significantly faster in scanning the system for viruses. This is the result of improved object
processing and optimized use of computer resources (particularly for dual or quad core processors).
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e A new heuristic analyzer has been implemented, providing more accurate detection and blocking of previously
unknown malicious programs. If a program's signature has not been found in anti-virus databases, the heuristic
analyzer simulates the launch of the program in an isolated virtual environment. This method is secure and
allows for analyzing all of the effects of a program before it runs in a real environment.

e The new Access Control component monitors users' access to external I/O devices, enabling administrators to
restrict access to external USB drives, multimedia devices, and other data storage devices.

e Significant improvements have been made to the Firewall component (the overall effectiveness of the
component has been improved and IPv6 support has been added) and Proactive Defense (the list of events
processed by the component has been expanded).

e The update procedure for the application has been improved. The computer now rarely needs to be restarted.
e The ability to scan ICQ and MSN traffic has been added, which ensures the safe use of IM clients.

New interface features:
e The interface makes the features of the program simple and easy to access.

e The interface has been redesigned with regard to the needs of administrators of small to midsized networks as
well as administrators of large corporate networks.

New features in Kaspersky Administration Kit:

e Kaspersky Administration Kit makes management of a company's antivirus protection systems easy and simple.
Administrators can use the application to manage protection centrally for a corporate network of any size, with
tens of thousands of nodes, including remote and mobile users.

e A feature has been added that enables remote installation of the application with the latest version of the
application databases.

e Management of the application when installed on a remote computer has been improved (policy structure has
been redesigned).

e The Anti-Spam and Anti-Spy components can now be managed remotely.
e A feature has been added that allows to use an existing application configuration file when creating a policy.

e Another important feature is realized in option of creating specific configurations for mobile users when
configuring group update tasks.

e  One more feature has been implemented that allows to disable temporarily policy actions and group tasks for
client computers with the application installed (after entering the correct password).

WHAT KASPERSKY ANTI-VIRUS DEFENSEISBUIL TON

Kaspersky Anti-Virus protection is built with the sources of threats in mind. In other words, each threat is dealt with by a
separate application component that monitors it and takes the necessary actions to prevent malicious impact of that
source on the user's data. This makes setup flexible, with easy configuration options for all components, which can be
tailored to the needs of a specific user or the business as a whole.

Kaspersky Anti-Virus includes:

e Protection Components (on page 17) that provide defense that covers all channels of data transmission and
exchange on your computer in real-time mode.

e Virus Scan Tasks (on page 18), with which the computer or separate files, folders, disks, or areas are scanned
for viruses.
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e Update (on page 18) that ensures the up-to-date status of the internal application modules and the databases
used to detect malicious programs, network attacks, and spam messages.

e  Support features (see section "Application support features" on page 18) provide information support for working
with the application and expanding its capabilities.

PROTECTION COMPONENTS

The following protection components provide defense for your computer in real time:
File Anti-Virus (see page 43)

File Anti-Virus monitors the file system of the computer. It scans all files that can be opened, executed or saved on
your computer and all attached disk drives. Kaspersky Anti-Virus intercepts each attempt to access a file and scans
such file for known viruses. The file can only be processed further if the file is not infected or is successfully treated
by the application. If a file cannot be disinfected for any reason, it will be deleted, with a copy of the file saved in
backup, or moved to quarantine.

Mail Anti-Virus (see page 54)

Mail Anti-Virus scans all incoming and outgoing email messages on your computer. It analyzes emails for malicious
programs. The email is available to the addressee only if it does not contain dangerous objects. The component also
analyzes email messages to detect phishing.

Web Anti-Virus (see page 63)

Web Anti-Virus intercepts and blocks scripts on websites if they impose a threat. All HTTP traffic is subject to careful
inspection. The component also analyzes web pages to detect phishing.

Proactive Defense (see page 70)

Proactive Defense allows detecting a new malicious program before it performs its malicious activity. The component
is designed around monitoring and analyzing the behavior of all applications installed on your computer. Judging by
the actions executed by an application, Kaspersky Anti-Virus makes a decision if the application is potentially
dangerous. So your computer is protected not only from known viruses, but from new ones as well that still have not
been discovered.

Anti-Spy (see page 80)

Anti-Spy tracks the unauthorized advertising (banner ads, pop-up windows), intercepts the dialers attempting to
establish a connection with pay-per-use websites, and block them.

Anti-Hacker (see page 84)

Anti-Hacker protects your computer while working on the Internet and other networks. It monitors inbound and
outbound connections and scans ports and data packets.

Anti-Spam (see page 100)

Anti-Spam integrates into the mail client installed on your computer, and monitors all incoming email messages for
spam. All messages containing spam are marked with a special header. The option of configuring Anti-Spam for
spam processing (deleting automatically, moving to a special folder, etc.) is also provided. The component also
analyzes email messages to detect phishing.

Device Control (see page 118)

The component is designed to monitor the users' access to external devices installed on the computer. It limits the
application's access to external devices (USB, Firewire, Bluetooth, etc.).
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VIRUS SCAN TASKS

It is extremely important to scan your computer for viruses periodically. This is necessary in order to rule out the
possibility of spreading malicious programs that have not been discovered by protection components because, for
example, the security level had been set at low, or for other reasons.
The following virus scan tasks are included in Kaspersky Anti-Virus:
Scan

Scan of objects selected by the user. You can scan any object in the computer's file system.

Full Scan

A thorough scan of the entire system. The following objects are scanned by default: system memory, programs
loaded at startup, system backup, email databases, hard drives, removable storage media, and network drives.

Quick Scan

Virus scan of operating system startup objects.

U PDATE

To block any network attack, delete a virus or other malicious program, Kaspersky Anti-Virus should be regularly
updated. The Update component is designed for that purpose. It handles the update of databases and modules used by
the application.

The update distribution service allows saving database updates and program modules downloaded from Kaspersky Lab
servers to a local folder and then granting access to them to other computers on the network to save network traffic.

SUPPORT FEATURESOF T HE APPLICATION

Kaspersky Anti-Virus includes a number of support features. They are designed to keep the application up-to-date, to
expand its capabilities, and to assist you in using the application.

Data files and reports

When using the application, each protection component, scan task and application update creates a report. It
contains the information about performed activities and the results; with them, you will be able to learn the details of
how any Kaspersky Anti-Virus component works. Should problems arise, you can send the reports to Kaspersky Lab
so that our specialists can study the situation in greater depth and help you as quickly as possible.

Kaspersky Anti-Virus moves all files suspected of being dangerous, to the special storage area called Quarantine.
They are stored there in an encrypted form as to avoid infecting the computer. You can scan these objects for
viruses, restore them to their previous locations, delete them, or place files to quarantine on your own. All files that
turn out to be not infected upon completion of the virus scan, are automatically restored to their former locations.

The Backup holds copies of files disinfected and deleted by Kaspersky Anti-Virus. These copies are created so that
you can restore the files or a picture of their infection, if necessary. The backup copies of the files are also stored in
an encrypted form to avoid further infections.

You can restore a file from the backup copy to the original location and delete the copy.
Rescue Disk

Rescue Disk is designed to scan and disinfect infected x86-compatible computers. It should be used when the
infection is at such level that it is deemed impossible to disinfect the computer using anti-virus applications or
malware removal utilities.
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License

When you purchase Kaspersky Anti-Virus, you enter into a license agreement with Kaspersky Lab which governs the
use of the application, and your access to application database updates and Technical Support for a specified period

of time. The term of use and other information required for the application's full functionality are provided in the
license.

Using the License function, you can obtain detailed information about your current license, purchase a new license,
or renew the existing one.

Support

All registered Kaspersky Anti-Virus users can take advantage of our Technical Support Service. To see the
information about where to receive technical support, use the Support function.

Using the following links, you can access the Kaspersky Lab product users' forum, send an error report to Technical
Support, or give application feedback by filling in a special online form.

You also have access to the online Technical Support and Personal User Cabinet Services. Our personnel are
always happy to provide you with telephone support about Kaspersky Anti-Virus.




INSTALLING KASPERSKY ANTI -VIRUS 6.0

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 can be installed on a computer in several ways:

e |ocal installation i application installation on a single computer. Direct access to that computer is required for the
installation to run and complete. Local installation can be carried out in one of the following modes:

e interactive mode, using the application installation wizard (see section "Installation using the Installation
Wizard" on page 20); this mode requires the participation from the user when installing;

e non-interactive mode in which the application installation is launched from the command line and does not
require the participation from the user when installing (see section "Application installation from command
line" on page 24).

e remote installation i application installation on networked computers managed remotely from an administrator's
workstation using the following:

o Kaspersky Administration Kit software set (see Kaspersky Administration Kit Deployment Guide);

e group domain policies of Microsoft Windows Server 2000/2003 (see section "Installation from Group Policy
Object editor" on page 24).

Before Kaspersky Anti-Virus installation begins (including remote one), it is recommended to close all active applications.
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INSTALLATION USING TH E INSTALLATION WIZARD

To install Kaspersky Anti-Virus on your computer, run the installation file on the product CD.

Installing the application from the installation file downloaded via the Internet, is identical to installing the application from
the CD.

The setup program is implemented as a standard Windows wizard. Each window contains a set of buttons to control the
installation process. Provided below is the brief description of their purpose:

e Nexti accept the action and go to the next step in the installation procedure.
e Back i return to the previous step in the installation procedure.

e Cancel i cancel the installation.

e Finish 1 complete the application installation procedure.

A detailed discussion of each step of the package installation is provided below.
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STEP 1. VERIFYING THATTHESY STEM MEETS THE INSTA  LLATION
REQUIREMENTS

Before installing Kaspersky Anti-Virus on the computer, the wizard will verify that the computer meets the minimum
requirements. It will also verify that you have the rights required to install software.

If any of the requirements is not met, the corresponding notice will be displayed on the screen. We recommend that you
install any required updates using the Windows Update service, and the required programs, before attempting to install
Kaspersky Anti-Virus again.

STEP 2. INSTALLATION START WI NDOW

If your system meets the implied requirements completely, immediately after the installation file is launched, the start
window will open on the screen displaying the information on the start of Kaspersky Anti-Virus installation.

To proceed with the installation, click the Next button. To cancel the installation, click the Cancel button.

STEP 3. VIEWING THE LICENSE AGREEMENT

The application's next dialog box contains the license agreement between you and Kaspersky Lab. Read it carefully, and
if you agree with all terms and conditions of the agreement, select the ®) accept the terms of the License Agreement
option and click the Next button. The installation will continue.

To cancel the installation, click the Cancel button.

STEP 4. SELECTING INSTALLATIO N FOLDER

Next step of Kaspersky Anti-Virus installation defines the folder to install the application in. The default path is as follows:

e <Drive> - Program Files — Kaspersky Lab — Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4 7 for 32-bit systems.

e <Drive>—>Pr ogr am Fi-bI€aspersky8db)> Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4 i for 64-bit systems.

You can specify a different folder by clicking the Browse button and selecting a folder in the standard folder selection
wi ndow, or by entering the folderds path in the entry field

Please note that if you manually enter the full path to the installation folder, its length should not exceed 200 characters,
and the path should not contain special characters.

To proceed with the installation, click the Next button.

STEP 5. USING APPLICATION SET  TINGS SAVED AFTERPR  EVIOUS
INSTALLATION

At this step, you will be offered to specify if you wish to use protection settings, application databases and Anti-Spam
database in application's operation if those objects have been saved on your computer after the previous version of
Kaspersky Anti-Virus 6.0 had been removed.

Let us take a closer look at how to enable the features described above.
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If a previous version (build) of Kaspersky Anti-Virus had been installed on your computer, and you have saved the
application databases after it had been removed, then you can integrate them into the version you are installing. To do
so, check the [¥] Application databases box. Application databases included in the installation package will not be
copied on the computer.

To use the protection settings that you have modified in a previous version and saved on your computer, check the
Application settings box.

Itis also recommended to use the Anti-Spam database if it has been saved after the previous version of the application

had been removed. This will allow you to skip the procedure of Anti-Spam training. To consider the database you have
created earlier, check the ¥ Anti-Spam databases box.

STEP 6. SELECTING THE TYPE OF THE INSTALLATION

At this step, you should define the completeness of application installation. There are two installation options:

Complete. In this case, all components of Kaspersky Anti-Virus will be installed on your computer. To get
acquainted with further steps of the installation, please refer to Step 8.

Custom. In this case, you will be offered to select which of the application components you wish to install. For more
details see Step 7.

To select the installation mode, click the corresponding button.

STEP 7. SELECTING APPLICATION COMPONENTS FOR THE
INSTALLATION

This step will be performed only if you selected the Custom installation option.

Before starting the custom installation, you should select which of Kaspersky Anti-Virus components you wish to install.
By default, all protection components, virus scan component, and Network Agent connector to manage the application
remotely via Kaspersky Administration Kit, are selected for the installation.

To select a component for further installation, you should open the menu by left-clicking on the icon next to the
component name and select the This feature will be installed on the local hard drive item. The lower part of this
installation program window displays the information about which type of protection is provided by the component you
have selected, and how much storage space is required for its installation.

For detailed information about available disk space on your computer, click the Volume button. The information will be
displayed in the window that will open.

To cancel the component installation, select the This feature will become unavailable option from the context menu.
Note that if you cancel installation of any component, you will not be protected against a number of hazardous programs.

When you have finished selecting components to be installed, click the Next button. To return to the default list of
components to be installed, click the Reset button.

STEP 8. DISABLING MICROSOFT WINDOWS FIREWALL

This step should be executed only if Kaspersky Anti-Virus is being installed on a computer where the firewall is enabled,
and where Anti-Hacker is one of the components to be installed.
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At this step of Kaspersky Anti-Virus installation, you will be offered to disable the Microsoft Windows firewall, since the
Anti-Hacker component making part of Kaspersky Anti-Virus ensures complete protection for your network activity, and
there is no need to build an additional protection within the operating system itself.

If you want to use Anti-Hacker as the main protection tool for network activity, click the Next button. Microsoft Windows
firewall will be disabled automatically.

If you want to protect your computer with Microsoft Windows firewall, select the ® Keep Windows Firewall enabled
option. In this case, the Anti-Hacker component will be installed but disabled to avoid conflicts in operation of
applications.

STEP 9. SEARCHING FOROTHERA  NTI -VIRUS APPLICATIONS

At this step, the wizard searches for otheranti-vi r us programs, including other Kaspers}k
conflict with Kaspersky Anti-Virus.

If any anti-virus applications are detected on your computer, they will be listed on the screen. You will be offered to
uninstall them before you proceed with the installation.

You can choose whether to remove them automatically or manually, using the controls located below the list of detected
anti-virus programs.

To proceed with the installation, click the Next button.

STEP 10. FINAL PREPARATION FOR INSTALLATION

This step completes the preparation for installing the application on your computer.

At the initial installation of Kaspersky Anti-Virus 6.0, it is recommended not to uncheck the [ Protect the installation
process box. The enabled protection allows for performing the correct procedure of installation rollback if some errors
occur during the application installation. When you retry the installation of an application, we recommend that you
uncheck this box.

If the application is being remotely installed using Windows Remote Desktop, you are advised to uncheck the

Protect the installation process box. Otherwise, the installation procedure may be carried out incorrectly or not
completed at all.

To proceed with the installation, click the Install button.

When installing Kaspersky Anti-Virus components, which intercept network traffic, current network connections are
terminated. The majority of terminated connections will be restored in due course.

STEP 11. COMPLETING THE INSTAL  LATION

The Installation complete window contains information on completing the installation of Kaspersky Anti-Virus on your
computer.

To run the Initial Configuration Wizard, click the Next button.

If a reboot is required for the installation to complete successfully, the special notification will be displayed on the screen.
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APPLICATION INSTALLAT ION FROM THE COMMAND LINE

® To install Kaspersky Anti-Virus 6.0 for Windows Workstations MP4, type the following in the command line:

msiexec /i <package_name>

The installation wizard will run (see section "Installation using the Installation Wizard" on page 20). When the application
is installed, the reboot is required.

® To install the application in non-interactive mode (without launching the installation wizard), type the following:
msiexec /i <package_name> /gn

In this case, the computer should be rebooted manually when the application installation is complete. To reboot the
computer automatically, type the following in the command line:

msiexec /i <package_name> ALLOWREBOOT=1 /gn

Note that the automatic reboot can only be done in the non-interactive installation mode (with the /gn key).

®» To install the application with a password, which confirms the right to remove the application, type the following:
msiexec /i <package_name> KLUNINSTPASSWD=r***** T when installing the application in interactive mode;

msiexec /i <package_name> KLUNINSTPASSWD=****** [gn T when installing the application in non-
interactive mode without rebooting the computer;

msiexec /i <package_name> KLUNINSTPASSWD=*****x A] | OWREBOOT=1 /gn T when installing the
application in non-interactive mode and then rebooting the computer.

When installing Kaspersky Anti-Virus in non-interactive mode, the setup.ini file reading is supported (see page 25); the
file contains general settings for the installation of the application, install.cfg configuration file (see section "Import of
protection settings" on page 197), and license key file. Note that those files should be located in the same folder as
Kaspersky Anti-Virus installation package.

INSTALLATION FROM GROUP PoLicy OBJECT EDITOR

Using Group Policy Object editor you can install, update and remove Kaspersky Anti-Virus on enterprise workstations
making part of the domain, without using Kaspersky Administration Kit.

INSTALLING THE APPLIC  ATION

®» To install Kaspersky Anti-Virus, please do the following:

1. Create a shared network folder on the computer functioning as domain controller, and place Kaspersky Anti-
Virus installation package in the .msi format in it.

Additionally, in this directory you can place the setup.ini file (see page 25), which contains the list of settings for
Kaspersky Anti-Virus installation, the install.cfg configuration file (see section "Import of protection settings" on
page 197), and a license key file.

2. Open Group Policy Object editor fromthestandard{ { # consol e (for detailed infor m:
this editor please refer to Microsoft Windows Server help system).

3. Create a new package. To do so, select Group Policy Object / Computer configuration/ Program
configuration / Software installation from the console tree, and use the Create / Package command from the
context menu.
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In the window that will open, specify the path to the shared network folder that stores Kaspersky Anti-Virus
installation package. In the Program deployment dialog box, select the Assigned setting, and click the OK
button.

The group policy will be applied to each workstation at the next registration of computers in the domain. As a result,
Kaspersky Anti-Virus will be installed on all computers.

DESCRIPTION OF SETUP  .INIFl LE SETTINGS

The setup.ini file located in the directory of Kaspersky Anti-Virus installation package, is used when installing the
application in non-interactive mode from the command line or Group Policy Object editor. This file includes the following
settings:

[Setup] i general settings for application installation.

e InstallDir=<path to application installation folder>.

e Reboot=yes|no i defines whether the computer should reboot when the application installation is complete, or
not (reboot does not run by default).

e SelfProtection=yes|no i defines if Kaspersky Anti-Virus Self-Defense should be enabled during the installation
(Self-Defense is enabled by default).

e NoKLIM5=yes|no i defines if the installation of Kaspersky Anti-Virus network drivers should be cancelled at the
application installation (drivers are installed by default). Kaspersky Anti-Virus network drivers of NDIS type,
which intercept the network traffic for such application components as Anti-Hacker, Mail Anti-Virus, Web Anti-
Virus, and Anti-Spam, may cause conflicts with other applications or devices installed on the user's computer.
You can skip the installation of network drivers on computers running under Microsoft Windows XP or Microsoft
Windows 2000 to avoid probable conflicts.

This option in not available on computers running under Microsoft Windows XP x64 Edition or Microsoft Vista.

[Components] i selection of application components to be installed. If no component is specified, the application will be
installed completely. If at least one component is specified, the components that have not been listed will not be installed.

e FileMonitor=yes|no T File Anti-Virus component installation.

e MailMonitor=yes|no i Mail Anti-Virus component installation.

e WebMonitor=yes|no i Web Anti-Virus component installation.

e ProactiveDefence=yes|no i Proactive Defense component installation.
e AntiSpy=yes|no i Anti-Spy component installation.

e AntiHacker=yes|no i Anti-Hacker component installation.

e AntiSpam=yes|no i Anti-Spam component installation.

e LockControl=yes|no i Device Control component installation.

[Tasks] i enabling Kaspersky Anti-Virus tasks. If no task is specified, all tasks will be enabled after the installation. If at
least one task is specified, the tasks that have not been listed will be disabled.

e ScanMyComputer=yes|no i full scan task.
e ScanStartup=yes|no i quick scan task.

e Scan=yes|no i scan task.




USER GUIDE

e Updater=yes|no i update task for application databases and program modules.

The 1, on, enable, enabled values may be used instead of the yes value; the 0, off, disable, disabled values may be used
instead of the no value.

U PDATING APPLICATION VERSION

®»  To update Kaspersky Anti-Virus version, please do the following:

1. Place the installation package that contains Kaspersky Anti-Virus updates in MSI format, in a shared network
folder.

2. Open Group Policy Object editor and create a new package using the procedure described above.

3. Select the new package from the list and use the Properties command in the context menu. Select the Updates
tab in the window of package properties, and specify the package, which contains the installation package of
previous Kaspersky Anti-Virus version. To install an updated version of Kaspersky Anti-Virus saving protection
settings, select the option of installation over the existing package.

The group policy will be applied to each workstation at the next registration of computers in the domain.

REMOVING THE APPLICAT  ION

®» To remove Kaspersky Anti-Virus, please do the following:
1. Open Group Policy Object Editor.

2. Select Group_Policy_Object / Computer configuration/ Program configuration/ Software installation in
the console tree.

Select Kaspersky Anti-Virus package from the list of packages, open the context menu, and execute the
All tasks/ Remove command.

In the Removing applications dialog box, select Immediately remove this application from computers of all users
for Kaspersky Anti-Virus to be removed at the next reboot.




GETTING STARTED

One of the main goals of Kaspersky Lab in creating Kaspersky Anti-Virus was to provide the optimum configuration of the
application. This allows users with any level of computer literacy to ensure his or her computer's protection immediately
after the installation without wasting his or her precious time upon the settings.

However, configuration details for your computer or for the tasks you execute with it can have their own specifics. That is
why we recommend performing a preliminary configuration to achieve the most flexible, personalized approach to
protecting your computer.

For the user's convenience, we have brought the preliminary configuration stages together in the unified interface of the
Initial Configuration Wizard which starts upon the completion of the application installation procedure. Following the
wizard's instructions, you will be able to activate the application, modify the update settings, restrict the access to the
application using a password, and edit other settings.

Your computer can be infected with malware before the Kaspersky Anti-Virus is installed. To detect malware, run the
computer scan (see section "Scanning computer for viruses" on page 120).

By the moment of the application installation, databases included in the installation package may become obsolete. Start
the application update (on page 131) (unless it has been done using the setup wizard or automatically immediately after
the application had been installed).

The Anti-Spam component included into the Kaspersky Anti-Virus package uses a self-training algorithm to detect
unwanted messages. Run the Anti-Spam training wizard (see section "Training Anti-Spam using the Training Wizard" on
page 103) to configure the component to work with your mail.

After completing the actions in this section, the application will be ready to protect your computer. To evaluate the level of
your computer protection, use the Security Management Wizard (see section "Security management" on page 35).
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INITIAL CONFIGURATION  WIZARD

Kaspersky Anti-Virus Configuration Wizard starts at the end of application installation. It is designed to help you configure
the initial application settings, based on the features and tasks of your computer.





































































































































































































































































































































































































































































































































































































































































































































